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Adopting and Embedding an Enhanced Cyber Posture
for a More Resilient Australia

Cyber security is important for Australia’s national security,
innovation, and prosperity. As the number and sophistication

of cyber attacks increases, so too must the preparation and
prevention of these threats. Australian government organisations
must continue to improve cyber defences to repel attacks to
avoid financial, operational and reputational damage.

Australia is making an unprecedented investment of A$9.9
billion over 10 years in Australia’s national intelligence and cyber
capabilities, creating significant opportunities in the Australian
cybersecurity industry. Now is the time to implement robust
policies, strategies and technologies to protect from future
threats.

The 2023 Cyber Security Innovation Roadshow will delve into
the latest cyber-related legislative and policy developments,
highlighting the role existing and emerging technologies

play in protecting data. Across four cities, each state specific
program will showcase key projects, best-practice and insights
to demonstrate how government organisations can effectively
bolster their cyber defences.

Key

Experience intimate and interactive sessions on the latest
cyber threats and opportunities, including ransomware,
incident response and collaboration

Explore innovative and emerging technologies that can
support your organisation’s cyber transformation

Hear about the latest cyber strategies being implemented
at leading departments

Network with your fellow public sector cyber leaders within
your state

You’ll Meet

Chiefs/Directors/Heads/Managers of:

Cyber Security Digital Transformation
Information Management Strategy and Architecture
Technology Policy Assurance and Risk

Risk Management Privacy
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See what vour city has in store
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Sam Mackay Jake Radloff Bianca Wirth
Director Security Operations Chief Information Security Officer — Chief Information Security Officer
Department of Customer Service Department of Enterprise, Department of Planning and
Investment and Trade Environment
Anna Aquilina Stephen Darragh Samantha Gavel
Chief Information Security Officer  Director Cyber Uplift and Reform Privacy Commissioner
University of Technology Sydney NSW Department of Education Information and Privacy

Commission NSW

Melissa Clemens Richard Stocks
Chief Security Officer, Cyber Threat Intelligence & XDR
Security Specialist

Service NSW Rapid7




the Agenda - Sydney, NSW

Registration and Networking Coffee

Tuesday, 6 June 2023

Opening from Public Sector Network & Icebreaker

Strengthening Defences and Improving Capabilities to Uplift Cyber Security in Australia

Stuart Mort, Partner, Technology Risk & Cyber, KPMG

Identifying Sophisticated Threats to Strengthen Your Organisation’s Response in a Volatile Landscape

 Planning incident response and the importance of testing action plans
e Strengthening your security to protect critical data and protect privacy
¢ Advancing your protection methods for early detection of malicious activity

Sam Mackay, Director Security Operations, Department of Customer Service

Morning Coffee and Networking Break

Roundtable 1 Roundtable 2
Supply Chain Security: Detection and | The Final Missing Piece Of Any Organisation’s
Response Strategies for Third Party Cyber Security Strategy
Risks Join Rubrik for a discussion on why recovery is
+ Discuss the risks posed by cyber | critically important and often not discussed. Topics
threats in your IT supply chain under discussion will include:
¢ Share risk management

strategies related to supply
chain cyber attacks

*  What measures do you put in place to
minimise the impact of any cyber incident?

] ) *  What measures do you put in place to
Richard Stocks, Threat Intelligence & minimise the impact of any cyber incident?

XDR Specialist, Rapid7 « Does your organisation truly have an assume
breach mindset?

 In our roles what are we really mitigating
against?

*  What potential could be realised when
all organisations operated with a cyber
confidence?

*  When was the last time you tested your cyber
recovery capability?

Alister Freese, Account Executive, Rubrik

Roundtable 3
Challenges across data protection and
privacy
¢ Australia’s Privacy Journey
¢ State and Territory Privacy Landscape
¢ Privacy Act Reform Highlights
¢« Key Concepts and Takeaways from the
Privacy Reforms
¢ Challenges, Cyber Attack and
Guardrails to minimise the impact

¢« Unlocking Strategic Advantages and
Using Privacy/Data as a Competitive
differentiator

Puneeta Chellaramani, Director, Risk & Cyber,
KPMG & Kelly Henney, National Leader,
Privacy & Data Protection, KPMG




the Agenda - Sydney, NSW Tuesday, 6 June 2023

Break

Refining Cyber Risk Management at Department of Planning and Environment for Greater Resilience
« Moving towards a risk-based approach within government
* Reviewing recent legislative changes around mandatory reporting within NSW
* Implementing a proactive cyber risk management framework for ongoing risk assessment and risk mitigation

Bianca Wirth, Chief Information Security Officer, Department of Planning and Environment

Tackling the Cyber Skills Shortage While Maintaining an Effective Security Strategy

«  What skills will your organisation need for an effective security strategy in the next 12-24 months?
« How do you continue to provide the right level of cyber security with a talent shortage?
< What are some of the different approaches to driving an agency culture of risk awareness in an ever-changing threat environment?
« What are your top tips when it comes to finding the right people for your team in the current employment climate?
Anna Aquilina, Chief Information Security Officer, University of Technology Sydney
Stephen Darragh, Director Cyber Uplift and Reform, NSW Department of Education

Samantha Gavel, Privacy Commissioner, Information and Privacy Commission NSW
Melissa Clemens, Chief Security Officer, Cyber Security, Service NSW

Richard Stocks, Threat Intelligence & XDR Specialist, Rapid7
Moderator: Gergana Winzer,, Partner, Cyber Lead Mid-Market, KPMG

Closing remarks from Chair

Networking Lunch

Our

&
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8 June, 2023
8:30AM - 1:00PM

Q & @

Miranda Shaw David Menzies Stuart Watt

Director ATO Cyber Hub Cyber Chief Information Security Officer Chief Information Officer
Strategy & Programs

Australian Taxation Office Courts Administration Authority Primary Industries and Regions
SA

Alexander Duffy Suhit Anantula Richard Stocks
Cyber Risk and IT Resilience Director, Policy & System Reform Threat Intelligence & XDR
Manager Strategy and Policy Specialist
SA Power Networks Department of the Premier and Rapid7
Cabinet

Kelly Henney Greg Miller
National Leader, Privacy & Data Partner, Cyber Investment
Protection

Management Consulting, KPMG
KPMG




the Agenda - Adelaide, SA Thursday, 8 June 2023

Registration and Networking Coffee

Opening from Public Sector Network & Icebreaker

Strengthening Defences and Improving Capabilities to Uplift Cyber Security in Australia

Greg Miller, Partner, Cyber Investment, Management Consulting, KPMG

Adaptive Policy Making for Enhanced Cyber Resilience

*  Four kinds of policy making for Cyber in government
« Adaptive policy making for cyber resilience
¢ How fast can we move?

Suhit Anantula, Director, Policy & System Reform, Strategy and Policy, Department of the Premier and Cabinet

Implementing a Cyber Security Culture and Developing Cyber Specialists

* Building a cyber aware workforce for greater safeguards
 Developing a level of cyber advocacy within your organisation
e Filling talent gaps and promoting a rebuild of the cyber profession

Miranda Shaw, Director ATO Cyber Hub Cyber Strategy & Programs, Australian Taxation Office

Morning Coffee and Networking Break




the Agenda - Adelaide, SA

Thursday, 8 June 2023

Roundtable 1

Supply Chain Security: Detection and Response
Strategies for Third Party Risks

« Discuss the risks posed by cyber threats in
your IT supply chain
* Share risk management strategies related to
supply chain cyber attacks
Richard Stocks, Threat Intelligence & XDR Specialist,
Rapid7

Roundtable 2
The Final Missing Piece Of Any Organisation’s Cyber Security Strategy

Join Rubrik for a discussion on why recovery is critically important and often not
discussed. Topics under discussion will include:

What measures do you put in place to minimise the impact of any cyber incident?
What measures do you put in place to minimise the impact of any cyber incident?
Does your organisation truly have an assume breach mindset?

In our roles what are we really mitigating against?

What potential could be realised when all organisations operated with a cyber
confidence?

When was the last time you tested your cyber recovery capability?

Tristan Cox, Account Executive, Rubrik

Break

Mitigating Against Ransomware Attacks Through Collaboration

* Reviewing breaches: what recent private sector breaches can teach us
« Implementing collaboration as a crucial tool to protect against future ransomware attacks
« Educating your workforce on the importance of implementing protections and strategies

Stuart Watt, Chief Information Officer, Primary Industries and Regions




the Agenda - Adelaide, SA Thursday, 8 June 2023

Tackling the Cyber Skills Shortage While Maintaining an Effective Security Strategy

«  What skills will your organisation need for an effective security strategy in the next 12-24 months?
¢ How do you continue to provide the right level of cyber security with a talent shortage?
«  What are some of the different approaches to driving an agency culture of risk awareness in an ever-changing threat environment?
e What are your top tips when it comes to finding the right people for your team in the current employment climate?
David Menzies, Chief Information Security Officer, Courts Administration Authority
Alexander Duffy, Cyber Risk and IT Resilience Manager, SA Power Networks

Richard Stocks, Threat Intelligence & XDR Specialist, Rapid7
Moderated by: Kelly Henney, National Leader, Privacy & Data Protection, KPMG

Closing remarks from Chair

Networking Lunch

Our
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Jeremy Janes Dr Ejaz Ahmed Michele Elliston
Chief Information Officer Cyber Security Design & Assurance Senior Director ICT
Lead
QBCC Airservices Australia Office of Industrial Relations

Rohan Dwyer Paxton Booth Mitch Miller
General Manager Cyber and ICT Privacy Commissioner Chief Information Officer
Operations
SunWater Office of the Information Redland City Council

Commissioner

Richard Stocks Rob Champion Dominika Zerbe
Threat Intelligence & XDR Specialist Chief Information Security Officer Director, Cyber Strategy & Diversity
Rapid7 Department of Communities, KPMG

Housing and Digital Economy




the Agenda - Brisbane, QLD Wednesday, 14 June 2023

Registration and Networking Coffee

Opening from Public Sector Network & Icebreaker

Strengthening Defences and Improving Capabilities to Uplift Cyber Security in Australia

Chris Rush, Partner, KPMG

Mandatory Data Breach Reporting within Queensland Government

« Reviewing the recommendations of Professor Peter Coaldrake regarding data breach reporting
* Reinforcing transparency and accountability through a mandatory data breach scheme: what does it look like?
e Preparing for the scheme - what can you do now to embed good privacy practices?

Paxton Booth, Privacy Commissioner, Office of the Information Commissioner




the Agenda - Brisbane, QLD Wednesday, 14 June 2023

Identifying Sophisticated Threats to Strengthen Your Organisation’s Response in a Volatile Landscape
«  What are some key indicators that can help organisations identify sophisticated threats before they materialise into a major crisis?

«  What steps can a department take to strengthen their response capabilities in the face of sophisticated threats, considering the ever-
changing nature of the threat landscape?

< How do you foster a culture of awareness and vigilance among employees to collectively identify and respond to threats?
* In what ways can organizations leverage advanced technologies and data analytics to proactively detect and mitigate sophisticated threats,
and what are the potential challenges in implementing such solutions?
Mitch Miller, Chief Information Officer, Redland City Council
Chris Rush, Partner, KPMG

Morning Coffee and Networking Break

Roundtable 1 Roundtable 2

Supply Chain Security: Detection and Response The Final Missing Piece Of Any Organisation’s Cyber Security Strategy

Strategies for Third Party Risks Join Rubrik for a discussion on why recovery is critically important and

+ Discuss the risks posed by cyber threats in your IT | often not discussed. Topics under discussion will include:
supply chain

e Share risk management strategies related to supply
chain cyber attacks

«  What measures do you put in place to minimise the impact of any
cyber incident?

«  What measures do you put in place to minimise the impact of any
Richard Stocks, Threat Intelligence & XDR Specialist, cyber incident?

Rapid7 « Does your organisation truly have an assume breach mindset?
¢ In our roles what are we really mitigating against?

«  What potential could be realised when all organisations operated
with a cyber confidence?

*  When was the last time you tested your cyber recovery capability?

Dan Duncan, Account Executive, Rubrik

Break




the Agenda - Brisbane, QLD Wednesday, 14 June 2023

Mitigating Against Ransomware Attacks Through Collaboration

« Reviewing breaches: what recent private sector breaches can teach us
« Implementing collaboration as a crucial tool to protect against future ransomware attacks
* Educating your workforce on the importance of implementing protections and strategies

Dr. Ejaz Ahmed, Cyber Security Design & Assurance Lead, Airservices Australia

Tackling the Cyber Skills Shortage While Maintaining an Effective Security Strategy

*  What skills will your organisation need for an effective security strategy in the next 12-24 months?

« How do you continue to provide the right level of cyber security with a talent shortage?

e What are some of the different approaches to driving an agency culture of risk awareness in an ever-changing threat environment?
«  What are your top tips when it comes to finding the right people for your team in the current employment climate?

Michele Elliston, Senior Director ICT, Office of Industrial Relations

Rohan Dwyer, General Manager Cyber and ICT Operations, SunWater

Mitch Miller, Chief Information Officer, Redland City Council

Rob Champion, Chief Information Security Officer, Department of Communities, Housing and Digital Economy
Richard Stocks, Threat Intelligence & XDR Specialist, Rapid7

Moderated by: Dominika Zerbe, Director, Cyber Strategy & Diversity, KPMG

Closing remarks from Chair

Our
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A 15 June, 2023
W 8:30AM - 1:00PM

Damian Shepherd Sue Wilson Cecily Rawlinson
Director State Records Chief Information Officer Director
State Records Office of Western Department of Communities WA Cyber Security Innovation Hub
Australia

Stephen Woods Alex Brown Deepti Heera

A/Manager ICT Security, Risk Cyber Security Tester Chief Information Officer
& Compliance, Knowledge,
Information & Technology

Department of Justice Department of the Premier and Town of Cambridge
Cabinet of WA



WA 15 June, 2023
8:30AM - 1:00PM

Ernie Prandl Richard Stocks Angela Pak
Manager Technology and Digital Threat Intelligence & XDR Specialist National Lead, Cyber Security
Strategy Operational Technology
Town of Victoria Park Rapid7 KPMG

Louis Fourie

Solutions Architect

Zscaler




the Agenda - Perth, WA

Registration and Networking Coffee

Thursday, 15 June 2023

Opening from Public Sector Network & Icebreaker

Strengthening Defences and Improving Capabilities to Uplift Cyber Security in
Australia

Angela Pak, National Lead, Cyber Security Operational Technology, KPMG

Mitigating Against Ransomware Attacks Through Collaboration

« Reviewing breaches: what recent private sector breaches can teach us
« Implementing collaboration as a crucial tool to protect against future ransomware attacks
* Educating your workforce on the importance of implementing protections and strategies

Sue Wilson, Chief Information Officer, Department of Communities

Modern Inter-Agency Data Sharing
e Securing users, workloads/apps
e Simplifying MoG changes
» Data Protection & Distribution
e |dentity & Access Management

Louis Fourie, Solutions Architect, Zscaler

Technical and Strategic Recommendations for Securing your Web Applications
* Case studies of commonly seen vulnerabilities | see during web application tests.

«  What are the most common technical controls that need to be implemented.

* How to strategically plan software development projects and mitigate the likelihood of vulnerabilities.

Alex Brown, Cyber Security Tester, Department of the Premier and Cabinet of WA

Morning Coffee and Networking Break




the Agenda - Perth, WA

Thursday, 15 June 2023

Roundtable 1

Effective practices for Inter-
Agency Data Sharing

» Data sharing and Public
Sector

*Data sharing as multi-faceted
risk

*Ensuring the security and
resilience of the infrastructure
Bud lllic, Regional Director
Gov'’t, Zscaler

Roundtable 2

Responding to Ransomware
- Tools to Build Your Threat
Defense Architecture

¢ The rise and the evolution of
ransomware attack

* How modern data protection
capabilities can enhance an
organization’s security posture

» Building a Threat Defence
Architecture that brings SecOps
and IT Ops together

Walter Bevacqua, Senior Systems
Engineer, Cohesity

Roundtable 3
Supply Chain Security: Detection
and Response Strategies for Third
Party Risks
* Discuss the risks posed by
cyber threats in your IT
supply chain
e Share risk management
strategies related to supply
chain cyber attacks
Richard Stocks, Threat Intelligence
& XDR Specialist, Rapid7

Roundtable 4

The Final Missing Link of Any
Organisation’s Cyber Security
Strategy

Join Rubrik for a discussion
on why recovery is critically
important and often not
discussed. Topics under
discussion will include:

¢ What measures do you
put in place to minimise
the impact of any cyber
incident?

«  What measures do you
put in place to minimise
the impact of any cyber
incident?

« Does your organisation
truly have an assume
breach mindset?

* In our roles what are we
really mitigating against?

*  What potential could
be realised when all
organisations operated
with a cyber confidence?

*  When was the last time
you tested your cyber
recovery capability?

Mark Oliver, Account Executive,
Rubrik

Break




the Agenda - Perth, WA

Thursday, 15 June 2023

Getting a Better Return for Cyber from Policy and Regulation
Prioritising policy development as an effective tool for cyber security
Moving from a reactive to a proactive policy approach
Reviewing the effects of evolving regulations and compliance on your cyber strategy

Damian Shepherd, Director State Records, State Records Office of Western Australia

Surviving Ransomware: Key Capabilities for Data Resilience
Prevent the destruction of backup data with immutability and cyber vaulting
Detect emerging attacks, threats, and vulnerabilities using Al/ML
Support rapid recovery and help ensure that recovery doesn’t reintroduce threats or vulnerabilities
Assess and understand what sensitive data may have been exposed

Walter Bevacqua, Senior Systems Engineer, Cohesity

Tackling the Cyber Skills Shortage While Maintaining an Effective Security Strategy

What skills will your organisation need for an effective security strategy in the next 12-24 months?
How do you continue to provide the right level of cyber security with a talent shortage?

What are some of the different approaches to driving an agency culture of risk awareness in an ever-
changing threat environment?

What are your top tips when it comes to finding the right people for your team in the current
employment climate?

Cecily Rawlinson, Director, WA Cyber Security Innovation Hub
Stephen Woods, A/Manager ICT Security, Risk & Compliance, Knowledge, Information & Technology,
Department of Justice

Deepti Heera, Chief Information Officer, Town of Cambridge
Ernie Prandl, Manager Technology and Digital Strategy, Town of Victoria Park

Richard Stocks, Threat Intelligence & XDR Specialist, Rapid7
Moderated by: Kelly Henney, National Leader, Privacy & Data Protection, KPMG

Closing remarks from Chair

Networking Lunch

Our
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