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Cyber Security and Risk Management

Cyber Collaborate

The Australian Cyber Security Conference

Enhancing Australia’s Cyber Security Capabilities and Capacity

Tuesday, 11 October, 2022
Hotel Realm, Canberra



at a glance

As Australia works towards a more cyber secure future,
the rise in threats worldwide has created an urgent

need for collaboration among organisations. The covid
pandemic has seen a rise in employees working from home
and the increased online presence has become a target
rich environment for cyber-attacks. Good cyber security
practice and a strong cyber strategy are more imperative
than ever.

Public Sector Network are pleased to deliver Cyber
Collaborate: The Australian Cyber Security Conference. The
conference will bring together some of the nation’s top
cyber security policy and practice experts, taking a timely
and holistic approach to this important issue.

Featuring keynote presentations and panel sessions with
some of Australia’s most prominent leaders in the cyber
security space. It will address the latest cyber-related
legislative and policy developments, highlight the role
existing and emerging technologies play in protecting data,
and address how organisations can effectively bolster their
cyber defences.

REGISTER TODAY



https://event.publicsectornetwork.co/2022-cyber-crc/government-registration/Site/Register

WY You’ll Meet

Senior Public Sector Leaders in charge of:

Cyber Security Business Enabling Services
Cyber Engagement Critical Technologies

Cyber Policy and Technology Policy Digital Security and Operations
Information Management Legal Counsel

Risk Management Digital Transformation
Resilience Lawyers

of Attending

Hear from an inspiring speaker panel of 20+ cyber security experts

Understand how to effectively translate cyber security policies
into practice

Learn about the latest critical technology
Building a cyber-secure culture across Australia

Unpacking legislative changes, critical infrastructure and impact




Your Inspiring

PROFESSOR HELGE JANICKE DR DEREK BOPPING MICHAEL PEZZULLO PROFESSOR JON WHITTLE GAYLE MILNES
Research Director First Assistant Director- Secretary CEO National Data Commissioner
Cyber Security CRC General Cyber Engagement Department of Home Affairs Data61 Department of Prime
& Strategy, Minister and Cabinet

Australian Signals

NADIA TAGGART THE HON KATE LUNDY TOBY AMODIO JANICE LAW CHRIS FECHNER
Director of Cyber Security Chair Chief Information Security Officer Chief Information and Data CEO
Operations Cyber Security CRC Department of Parliamentary Officer Digital Transformation

Department of Services Services Australia Agency (DTA)
Parliamentary Services

HAMISH HANSFORD COMMANDER CHRIS GOLDSMID JONATHAN DEAN DAVID LANG DR MARCUS BELDER
Group Manager Commander Cybercrime Operations Chief Information Security Officer National Manager Cyber Group ISO

Cyber and Infrastructure Security Australian Federal Police Department of Defence (DOD) Operations Defence Science and
Centre, Services Australia Technology

Department of Home Affairs

YASO ARUMUGAM PAUL ROOLKER CRAIG GILLIES SHYVONE FORSTER TIMOTHY HODGE
Assistant Director-General for Chief Information Officer A/g Assistant Secretary Cyber Director Cyber Security Senior Cloud and Infrastructure
Data and Digital Commonwealth Director of Public Affairs and Critical Technology Operations . Architect .
National Archives Australia Prosecutions Department of Foreign Affairs Department of Home Affairs Parliament of Australia

and Trade



Your Inspiring

JENNIFER ARNOLD
Advisor
Public Sector Network

PHIL DAWSON
Managing Director
AUCloud

KHALED SEFIAN

National Cyber Resilience
Security Consultant

Micro Focus

GAVIN WILSON
Regional Director ANZ
Forescout Technologies

GLEN BARCLAY
Senior Security Architect
Rapid7

KARL VOGEL

Solutions Engineering
Director APJ

Symantec Enterprise Division,

Broadcom Software

BRIAN GRANT
A/NZ Regional Director

Thales Cloud Protection &
Licensing

IAN FISHER

Director for Banking and
Government

Tanium

LUKE POWER
Managing Director ANZ
Trellix

YONNI SHELMERDINE
VP of Product Management
SentinelOne



Explore the

8:00am Registration and Networking Breakfast
9:00am Welcome to Country

9:10am Welcome from Public Sector Network
9:20am Welcome from the Chair & Opening Remarks

Professor Helge Janicke, Research Director, Cyber Security CRC

9:30am Government Keynote:

Protecting Australia from Cyber Threats

* Risk management to meet the evolving cyber challenges
f * The approach to uplifting cyber security across the economy

Michael Pezzullo, Secretary, Department of Home Affairs

10:00am Partner Session:

Using XDR to bridge the talent gap in cybersecurity

With the significant skills shortage across the cybersecurity industry, businesses need to look at different ways to combat the ever changing and increasingly volatile threat landscape.
In our evolving world of hybrid work, XDR is a fast-emerging solution to help bridge the gap across technology and people, reduce risk and provide greater visibility for faster decision
making. Join Trellix as we discuss how XDR is transforming cybersecurity and simplifying IT environments through its unified, adaptive and intelligent approach to threats.

Luke Power, Managing Director ANZ, Trellix

10:20am Panel Discussion:

Cyber Security in a Post-Covid World

*« How the pandemic changed the cyber landscape - business disruptions and increases in cyber attacks
* The increase in access and identity risks - remote and hybrid working impacts on network and data security
=

« Why there is a need for a vigilant and flexible approach to security as agencies face more sophisticated attacks
* Accelerated digital transformation - the resulting vulnerabilities and closing the gaps

Professor Jon Whittle, Director, Data61
Paul Roolker, Chief Information Officer, Commonwealth Director of Public Prosecutions

Shyvone Forster, Director Cyber Security Operations, Department of Home Affairs

10:50am Morning Tea and Networking Break



Policy | National Ballrooms 1 & 2

Practice | National Ballrooms 3 & 4

Streams
11:20am Welcome from Stream Chair Welcome from Stream Chair

Phil Dawson, Managing Director, AUCloud Jennifer Arnold, Advisor, Public Sector Network
11:35am Government Keynote: Government Keynote:

&

Implementing Cyber Security for the Real World

* Reassessing and revising - cyber security as an ongoing priority

* Implementing new strategies and practices for a more successful
outcome in an increased threat environment

Dr Derek Bopping, First Assistant Director-General Cyber Engagement &
Strategy, Australian Signals Directorate

Sharing Data Safely

* The DATA Scheme for best practice sharing

» Safe sharing is sharing the right data, for the right project, in the right security
environment

* Cyber security requirements for Scheme participants

Gayle Milnes, National Data Commissioner, Department of Prime Minister and Cabinet

11:55am Partner Session: Partner Session:
Securing a Data Dependent World Securing Data in a Hybrid Cloud World
* Data Dependence has changed cybersecurity * The challenges of data visibility and management in a hybrid cloud world
« Embedding Data Security into organisations * Key protection capabilities that are often overlooked during a transition to the
* Protecting sensitive data in legacy and new platforms cloud-
Brian Grant, A/N.Z Regional Director, Thales Cloud Protection & Licensing * Practical tips for how to secure your data
* Learn how an effective data-centric approach can help reduce risk and prevent the
next data breach
Karl Vogel, So/utions Engineering Director, APJ, Symantec Enterprise Division,
Broadcom Software
12:15pm Panel Discussion: Panel Discussion:

Helping Boards and C-Suite Adopt a Strong Cyber Security Culture

* Focusing on people, process and technology to improve security

* The importance of embedding security policies in process and
operations

« Conveying the importance of cyber security in terms of business
continuity

The Hon Kate Lundy, Chair, Cyber Security CRC

Chris Fechner, CEO, Digital Transformation Agency (DTA)

Gavin Wilson, Regional Director ANZ, Forescout Technologies

Moderator: Phil Dawson, Managing Director, AUCloud

Cyber Partnerships to Create a Cyber Smart Nation

* How collaboration can enhance Australia’s cyber security as a whole
* Sharing best practice and improved processes in a safe way
e Optimising resilience through shared threat information, tools and insights

Jonathan Dean, C/SO, Department of Defence (DOD)

David Lang, National Manager Cyber Operations, Services Australia

Nadia Taggart, Director of Cyber Security Operations, Department of Parliamentary
Services

Glen Barclay, Senior Security Architect, Rapid7

Moderator: Jennifer Arnold, Advisor, Public Sector Network

12:45pm

Lunch and Networking Break



Policy | National Ballrooms 1 & 2

Streams

Practice | National Ballrooms 3 & 4

Streams
1.45pm Welcome back from Stream Chair 1.45pm Welcome back from Stream Chair

Phil Dawson, Managing Director, AUCloud Jennifer Arnold, Advisor, Public Sector Network
2.00pm Government Keynote: 1.50pm Government Keynote:

&

International Cyber Collaboration - The Way Forward

* The international partnerships improving cyber defence and innovation

* A priority - Australia’s cyber engagement strategy and the
collaborations vital to keeping the nation safe

Craig Gillies, A/g Assistant Secretary Cyber Affairs and Critical Tecnology,,

Department of Foreign Affairs and Trade

&

Role for Government in Driving Cyber Security Uplift
» Strengthening regulations and driving stronger cyber practices
* Improving innovation, technology and addressing the skills shortage

Janice Law, C/SO, Services Australia

2.20pm

Panel Discussion:

Cloud: Opportunities and Considerations

» Australia’s existing cloud policies, how can these be improved and what
are the current regulations surrounding cloud?

* How cloud creates a more agile, flexible and secure digital environment

* Sovereign clouds: What does it mean and are they more secure?

» Critical infrastructure legislation and what it means for your cloud
strategy

Dr Marcus Belder, Group /SO, Defence Science and Technology

Timothy Hodge, Senior Cloud and Infrastructure Architect, Parliament of

Australia

Khaled Sefian, Nationa/ Cyber Resilience Security Consultant, Micro Focus

Moderator: Phil Dawson, Managing Director, AUCloud

2.10pm Partner Session:
Dispelling common myths about XDR
There has been a tremendous buzz across the cybersecurity community about the
emerging technology known as XDR (eXtended Detection & Response).Unfortunately
for the practitioner, there has yet to be a single definition widely accepted by both
analysts and vendors perporting to be knowledgeable on the subject. What is XDR and
why should | consider the technology in my enterprise security stack? What should |
expect from vendors who claim to have built the perfect mousetrap? What is reality,
and what is just hype?
This session is intended to walk the audience through some generally accepted value
statements associated with XDR while attempting to debunk a few common myths
that continue to muddy the water for security teams
Yonni Shelmerdine, /P of Product Management, SentinelOne

2.30pm Panel Discussion:

Tackling Ransomware: Educating your Workforce on how to Protect the
Organisation

* Upskilling your workforce

» Collaborating with other government organisations to address ransomware threats
Professor Helge Janicke, Research Director, Cyber Security CRC

Toby Amodio, Chief Information Security Officer, Department of Parliamentary
Services

Yaso Arugumam, Assistant Director-General Data and Digital, National Archives of
Australia

Moderator: Jennifer Arnold, Advisor, Public Sector Network



3.00pm Break
3.25pm Welcome back from Chair
Professor Helge Janicke, Research Director, Cyber Security CRC
3.30pm Government Keynote:
Cyber Security Laws Important to Protecting Critical Infrastructure
* Systems of national significance - the new regulations to protect them
* Mitigating risk to services and supply chains
Hamish Hansford, Group Manager, Cyber and Infrastructure Security Centre, Department of Home Affairs
3:50pm Partner Session:
Essential 8 compliance - Burden or Benefit?
Creating continuous compliance to simplify business security
lan Fisher, Director for Banking and Government, Tanium
4.10pm Fireside Chat:

Leadership Vision for a Smarter Cyber Future

* The role of security leaders in driving organisational cyber awareness
*  What further changes can help enhance Australia’s cyber protections
*  What are the greatest threats we are facing and how do leaders prepare?

Professor Helge Janicke, Research Director, Cyber Security CRC
Commander Chris Goldsmid, Commander Cybercrime Operations, Australian Federal Police

Moderator: Jennifer Arnold, Advisor, Public Sector Network

4:40pm

Closing Remarks and Networking Drinks
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