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Adapting for a More Resilient Enterprise in the
Next Normal

As Australia continues to face a rise in cybercrime and the number of
attacks being labelled as ‘substantial’ increase, cyber security remains a
key focus across government organisations. As the methods of attack
become more sophisticated, it is crucial for agencies to share ways to
mitigate risk and protect data from falling into the wrong hands.

The accelerated move to hybrid working, bought about by the pandemic,
has seen a major shift in the levels of protection required to safeguard
networks. Identity and access security has become a major factor in
helping organisations secure their perimeters and work towards a zero
trust mindset.

PSN'’s virtual Evolving Capabilities through Collaboration, Technology
and Risk Awareness event, part of the National Insights Series, delivered
by experts in their field, will examine how the rise in supply chain

attacks are affecting operations and the latest technologies to protect
active directories. Thought leaders will discuss their view on upcoming
legislative changes and what it means to organisations and their cyber
strategies. It will highlight case studies and generate conversation about
the importance of unity and partnership to help guide Australia towards a
more cyber secure future.

You’ll Meet

Chiefs/Directors/Heads/Managers of:

Cyber Compliance Information Technology
Cyber Security Risk Management
Information Management Information and Privacy

Cyber Policy Cyber Governance
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m the Agenda

11:00am  PSN Welcome
11:10am Welcome from Chair:
Hilary Bingham, Cyber Defence Portfolio Director, Transport for NSW
11:20am  Government Keynote: A Strong Defence - Unity and Partnership
* Increasing collaboration to share effective strategies
* Prioritising cyber security awareness
*+  Knowing your response capabilities and improving threat detection
Murray Taylor, Group Chief Information Officer, Department of Transport, NSW
1:35am  Government Case Study: The Digital Transformation journey - improving your Organisation’s Ability to Mitigate Cyber Threats Early
* Starting the transformation journey
e Cyber uplift processes and challenges
* Secure technology to support cyber uplift
Damien Mathieson, Chief Information Security Officer, Department of Education
11:50pm  Partner Session: Winning the moment, losing the day
When LAPSUS$ broke into the network of technical support company Sitel, the threat actor opportunistically attempted to leverage this
access to gain access to Okta, one of Sitel's many clients. Okta APJ CSO Brett Winterford outlines how Okta’s identity platform inhibited and
frustrated this attempt, and the broader lessons learned from the event.
In this session, you'll learn:
A first-hand account of Okta's response
* What Okta has learned from the event, and
* Why we're still banging on about Zero Trust
Brett Winterford, Regional C/ISO, Okta
12:05pm  Government Keynote & Case-Study: Protecting your Organisation from more Sophisticated Cyber Attacks

« Considerations for prioritising work effort in a resource contrained environment

* Evidence based and intelligence informed risk assessments

* Bringing the entire business into incident response exercises and planning

Nadia Taggart, Director Cyber Security Operations, Department of Parliamentary Services

Chris Leeming, Director Governance Risk and Assurance/ITSA, Department of Parliamentary Services



12:20pm Break

12:25pm Panel Discussion 1 Panel Discussion 2
The New Perimeters - Identity and Access Security and Zero Cybersecurity Priorities and How to Convey Risk
Trust * Protecting essential services - what needs to be considered
* How to make zero trust a mindset + Protections and strategies - educating your workforce on why
* The latest technologies in identity and access security they are necessary
+  How to decide the best methods of device and data protection * The future of cyber security and the latest technologies helping
when one size doesn't fit all keep citizens safe
+ The top tips for endpoint protection and hybrid working network * Leading your organisation through change
security Moderator: Dr. Malka N. Halgamuge, Senior Lecturer in Cyber
Jorge Romero, Head of Networks & Cyber Security, NSW Telco Security, La Trobe University
Authority, Department of Customer Service, NSW Nadia Taggart, Director Cyber Security Operations, Department of
Nina Frattaroli, /nformation Security and Management Leader, Parliamentary Services
Landgate, WA Matthew Fedele-Sirotich, C/SO, Department of Customer Service,
Dr Marcus Belder, Group /SO, Defence Science and Technology NSW
Group Martin Brown, /nformation Security Advisor (Director), AUSTRAC
Neil Campbell, VP - Asia Pacific Japan, Securonix Soumi Mukherjee, Manager, ANZ North, Rapid7
12:55pm Close
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